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PATENT 



Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings of claims in the 

application: 
Listing of Claims: 

1 . (Currently Amended) A method for distributing information which 
includes a signature, the method comprising steps of: 

generating the signature over first information and second information; 
appending the signature to one of the first information or the second 

information; 

sending the first information over a netv^ork; 

sending the second information over the network separately fi-om the step of 
sending the first information; and 

sending the signature over the network, separately from at least one of the first 
information or and the second information. 

2. (Original) The method for distributing information of claim 1 , 
wherein the first information comprises an authorization data structure and the second 
information comprises a software object. 

3. (Canceled) Please cancel claim 3 without disclaimer of or prejudice to 
the subject matter contained therein. 

4. (Previously Presented) The method for distributing information of 
claim 1, fiirther comprising a step of determining which resources a software object in the second 
information is entitled to interact with. 

5. (Original) The method for distributing information of claim 1 , 
wherein the step of sending second information comprises a step of waiting a predetermined time 
period after the step of sending the first information before sending the second information. 
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6. (Original) The method for distributing information of claim 1, 
wherein the first information includes authorization information for an associated software 
object. 

7. (Currently Amended) The method for distributing information of 
claim 1, wherein: 

the step of sending the first information comprises transmitting the first 
information over a first transmission pathway, 

the step of sending the second information comprises transmitting the second 
information over a second transmission pathway different from the first transmission pathway, 
and 

the step of sending the signature comprises transmitting the signature over a third 
transmission pathway different firom at least one of the first or &b4 second transmission 
pathways. 

8. (Currently Amended) A method for detecting modification of 
information, the method comprising steps of: 

receiving first information from a network; 

receiving second information fi-om the network separately from the step of 
receiving the first information; 

receiving a signature from the network separately from at least one of the first or 
a»d second information , wherein the signature is integral to one of the first or second 
information ; and 

authenticating the signature over the first and second information. 

9. (Original) The method for detecting modification of informafion of 
claim 8, wherein the first information comprises an authorization data structure and the second 
information comprises a software object. 



Page 3 of 8 



Appl. No. 09/493,984 PATENT 
Amdt. dated December 6, 2004 
Preliminary Amendment 

10. (Currently Amended) The method for detecting modification of 
information of claim 8, wherein: 

the step of receiving first information comprises receiving the first information 
fi"om a first transmission pathway, 

the step of receiving second information comprises receiving the second 
information from a second transmission pathway different from the first transmission pathway, 
and 

the step of receiving a signature comprises receiving the signature from a third 
transmission pathway different from at least one of the first or second transmission 
pathways. 

1 1 . (Original) The method for detecting modification of information of 
claim 8, further comprising a steps of: 

correlating the first information to the second information; and 
correlating the signature to the first information and second information. 

12. (Original) The method for detecting modification of information of 
claim 8, further comprising a step of determining a lifetime for which the second information is 
usable. 

1 3 . (Original) The method for detecting modification of information of 
claim 8, further comprising a step of checking the first information for an authorization 
corresponding to the second information. 

14. (Currently Amended) A conditional access system for detecting 
modification of information, comprising: 

an information object; 
authorization information, wherein: 

a signature is generated over the information object and the 
authorization information; 
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the information object uses a first transmission pathway to a set top 

box; 

the authorization information uses a second transmission pathway 
to the set top box that is different firom the first transmission pathway; and 

the signature uses a third transmission pathway to the set top box 
that is different from at least one of the first or a»4 second transmission 
pathways ; and 

wherein the signature is integral to one of the information 
object or the authorization information . 

15. (Original) The conditional access system of claim 14, fiirther 
comprising an authorization message which includes the authorization information and the 
signature. 

16. (Original) The conditional access system of claim 15, wherein the 
authorization message includes a plurality of signatures. 

17. (Original) The conditional access system of claim 16, wherein each of 
the plurality of signatures uses a different signing algorithm. 

18. (Original) The conditional access system of claim 14, wherein the 
authorization information includes authorization tiers which pre-authorize a plurality of 
information objects. 

19. (Original) The conditional access system of claim 14, wherein the 
information object is sent separately over a network from the authorization information. 

20. (Canceled) 

2 1 . (Currently Amended) The method for detecting modification of 
information of claim 8, fiirther comprising steps of: 
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determining if access of at least one of the first or €k&4 second information is 
authorized; and 

ignoring the second information if not authorized. 



information of claim 8, further comprising steps of: 

receiving a second signature from the network separately from at least one of the 



choosing one of the signature or ftft4 the second signature for authentication over 
the first and second information. 



claim 1, fiirther comprising steps of: 

generating a second signature over the first information and the second 
information; and 

sending the second signature over the network separately from at least one of the 
first information or &b4 the second information. 



22. (Currently Amended) 



The method for detecting modification of 



first or bb4 second information; and 



23. (Currently Amended) 



The method for distributing information of 
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